


What happened in an Internet minute - 2020?
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There are lots of positives...
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Online games can enhance Add to the childs Households with Improve both visual
tearmwork and creativity store of knowledge computers perform intelligence and
better academically hand-eye coordination

89% of 8-11 year olds said that using social media made them feel
happy and 82% said it helped them to feel closer to their friends
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But technology can affect children’s development...

+ Sleep cycles are affected by blue . Children today are more forgetful than
light from screens OAP’s
« Screen-based entertainment increases « One study found that the more distracted
central nervous system arousal you are, the less able you are to experience
empathy

« Caming platforms use persuasive design

in order to keep people using their product,

and children are particularly vulnerable to
these tactics.
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Media usage by age
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Risk is not harm

Positive action can limit risks becoming harmful. Here are 5 tips for parents:

o Understand the risks

o Communicate regularly

o Agree on helpful mediation strategies

Develop coping strategies that
foster resilience

o Keep the risks in proportion
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There are 4 main areas of risk

‘ °
O n I n e e Thisis based on the Department for Education’s (DfE) statutory safeguarding guidance, Keeping Children Safe in

Education
Content: being exposed to illegal, inappropriate or harmful content, for example: pornography, fake news, racism,
misogyny, self-harm, suicide, anti-Semitism, radicalisation and extremism.

: being subjected to harmful online interaction with other users; for
example: peer to peer pressure, commercial advertising and adults posing as
children or young adults with the intention to groom or exploit them for sexual,
criminal, financial or other purposes’.

Conduct: personal online behaviour that increases the likelihood of, or causes,
harm; for example, making, sending and receiving explicit images (e.g consensual
and non-consensual sharing of nudes and semi-nudes and/or pornography,
sharing other explicit images and online bullying; and

Commerce - risks such as online gambling, inappropriate advertising, phishing and or financial scams. If you feel your
pupils, students or staff are at risk, please report it to the Anti-Phishing Working Group (https://apwg.org/).



Dealing with inappropriate CONTENT

4.7

million

URLs showing
pornographic content -
mare than 12% of the internet

Average age to first
view porn online

1/3

of children have seen explicit

images by age of 10
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Dealing with inappropriate CONTENT

What to talk about Top tips / tools to use

« They can come to you if they « Parental controls on home broadband
see anything that upsets them

« Content lock on mobile networks
« If they have seen pornography...

that it presents an unrealistic « Safe search on Google (& other browsers)
image of sex and relationships & Youlube; child—friendly search engines

« The importance of respect for

each other and the meaning
of consent
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Dealing with inappropriate CONTACT

48% 48%

of secondary school children of 1 vear olds have a
have talked to strangers social media profile
on social media
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Dealing with inappropriate CONTACT

What to talk about

« Sometimes people hide behind
fake profiles for dishonest reasons

« Agree how they will respond to
requests from people they don't
know In real life

« Never ever to meet up with
anyone they don't know in real life

Top tips / tools to use

Set up safe social media profiles

that don't share personal information

Turn off geolocation settings on devices

Use the strongest privacy settings
on social media

Learn how to report/block/mute
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Dealing with inappropriate CONDUCT

25% ‘ 50%

of children will of children say someone
experience cyberbullying has been nasty online
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Dealing with inappropriate CONDUCT

What to talk about Top tips / tools to use

« Talk to a trusted adult if they « Report inappropriate posts/content
experience anything upsetting online to the social media providers

« Think carefully about sharing « Think carefully about using
images of others monitoring apps that identify

inappropriate behaviour
« Be responsible onling,
remnembering they are creating
their own digital footprint
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Use technology safely and
respectfully, keeping personal
information private; identify where
to go for help and support when
Lthey have concerns about content
or contact on the internet or other
online technologies

Use technology safely, respectfully
and responsibly; recognise
acceptable/unacceptable
behaviour; identify a range of ways
to report concerns about content

and contact

What are children taught in school?

Understand a range of ways to
use technology safely, respectfully,
responsibly and securely, including
protecting their online identity and
Privacy, recognise inappropriate
content, contact and conduct,

and know how to report concerns

Understand how changes in
technology affect safety, including
rew ways to protect their online
privacy and identity, and how to
report a range of concerns
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In addition, schools embed it across...

Curriculum

Appropriate and safeguarding
filters and assessed as
‘']  monitoring part of Ofsted
PSHE | system framework

lessons
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Controlling tech time

Your children will be watching the way you use technology and they will copy; make sure
there is some consistency in how you role model good behaviour:

Turn off notifications on apps to
avoid that constant ‘ping’

Buy an alarm clock so you don't
have devices in the bedrooms

Keep phone on silent in your
pocket or bag when you pick
the kids from school

'No phones at the table' rule or 'no
phones between 6 and 7' rule

Family tech-
free days

matiers.org




wene Supporting young children (6 -10s) online | Inte... (L ad
Watch later  Share

Watch on E3Youlube

https://www.internetmatters.org/advice/6-

10/



ttps://www.internetmatters.org/advice/6-10/

We are Digital Citizens
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Stay safe online by M%
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Protect our private D lg ital Citizens. o0
information from Respect others and making safe and Stand up to cyber We v
others. ourselves. appropriate choices. bullies.
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-Protect our private
information from others.
*Respect others and

ourselves when

At our school we encourage the
children to be good digital citizens
while online.

communicating online.
-Stay safe online by
making safe and
appropriate choices.
-Stand up to cyberbullies

when they see them.

-Do other activities away I
from media devices. | Ié
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Information and advice

for parents

and carers

The internet — an inspiring and positive place

The intarnet is an amazing resource which enables children and young people to connect, communicate and be creative in a
number of different ways, on a range of devices. However, the intermnet is always changing, and being able to keep up to date
with your children's use of technology can be a challenge. You may sometimas feel that your child has better technical skills than
you do, however children and young people still need advice and protection when it comes to managing their ives online. Issues
that your child may encounter on the interneat will vary depending on thaeir age and online activities. We have grouped potantial
onling risks into these 4 categories.

Conduct:

Children nead to be aware of the impact that their online activity can have on both themseles and other paopla, and the digital footprint

that thay create on tha infernat. It's easy to feal anomymous onling and it's important that children are aware of who is abla to view, and

potentially shara, the infarmation that thay may have posted. Whan using the Internet, it's important to keep personal information safe
and not share it with strangars. Encourage your child 1o be respectful and responsible when communicating with others online, and 1o consider
how what thay share may raflact on them, Discuss with your child the importance of reporting inapproprate conversations, messagas, images
and bahaviours and how thes can be dona,

Content:

Soma online content is not suitable for children and may be hurtful or harmful, This s true for content accessed and viewad via soclal

networks, online gamas, blogs and websites. It's important for childran to consider the reliability of online material and ba aware that it
frighit ot b true or writtan with a bias. Children may nead your help as they begin 1o assess contant in this way. Thera can be legal
consaguencas for usng or downloading copyrightad content, without sesking the author's parmission.

Contact:
° It I impartant for chidran 1o realiss that new friends made onling may not be who they say they ara and that oncea a friend i addad to an
onlina account, you may ba sharing your personal information with them. Regularly reviewing friands lists and ramoving unwanted
contacts ks a useful step. Privacy settings onling may also allw you to customess he information that each friend is able 10 access. If you hawve
concams that your child (s, or has been, the subject of inappropriate saxual contact or approach by anothar person, it's vital that you report it 1o
the police via the Chikd Exploitation and Online Protection Centre (www.osop.polloa.ul. If your child is bulied onling, this can also be raported
orine and offine, Rerforce with your child the importance of teling a trusted adult stralght away If somaona s bullying them or making them fael
uncomifortable, or if ona of thair friends is being buliad online.

Commerclallsm:

Young peopla’s privacy and anjoyment onlina can sometimes be affected by advertising and markating schemas, which can also mean

inadvariantly spanding money onling, for example within apps. Encourage your child to keep their personal information private, kearn how
1o block both pop ups and spam emails, turn off in-app purchasing on devcas whera possible, and use a family amad address when filling in
anling formes, Make your child awara of scams that may seak to gan access 1o ther accounts, and advisa them to ba wary in following links or
apening altachments in emails that appear to ba from organisations such as banks and service providers,

There are real advantages in maintaining an open dialogue with your child about their internet use.
Not sure where to begin? These conversation starter suggestions can help.

Online safety tnternet
tips for parents —
of primary
school children
6-10 Year Olds

Checklist:

Agree on boundaries

Be clear about what your child can and can't do online — where 2nd
when hey can use the internnet, v mrisch time [“E}' Can spend online,
the sites they can visit and the type of information they can share.

Agrae with your child when they can have a mobde phone or tablet

When you do give them their first device make sure that it is set
up appropriately for therm with the right parental controls in place.
Itz & good igesz to introduce tech-free meal times and encourzge
nem o keep phones out of the bedroom at night o help them
build a healthy sereen time balance.

Put yourself in control

Set parental controls on your home broadband and any
internet-enabled devices Sct up a user account for your child
on the main device they use and make sure other accounts in the
household are password-protected so that younger children can't

access therm by aceident

Explore together

The best way to support your child enlineg is 1o talk to them about
what they do online and what sites and apps they like to use

Be inguisitive and ask them to show you their favourites to check
they're suitable



Other useful support services

Child Exploitation &
Online Protection Centre

For concerns about
online sexual abuse or the
way someone has been
cormmunicating online
ceonp.police uk/CEQP
Reportina/

NSPCC

NSPCC Net Aware

A guide to social
networks that children use
Fet-aware ora.uk

childline

[FHLIE, 08 THE FHWRE ANYTTIME

Childline 0800 TIM

24 hour free helpline
service for children and

young people
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